Tracking agile security requirements

Johan Peeters,
independent software architect



objective

Show how to integrate security requirements into
an agile development project



Schedule

* 0 - 15 min: system to build
— user stories

* 15— 35 min: identify
— assets
— potential attackers

* 35 — 60 min: write abuser stories 1n small groups
BREAK



Schedule/2

* 60 — 85 min: plenary

- review abuser stories

— assessment of cost of abuser stories
e 85 - 115 min: planning game

— Estimate effort needed to refute abuser stories
— Schedule effort

e 115 - 135 min: evaluation
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A user story: gamble

The user presses the start button and the reels start
spinning. If a payline shows a winning
combination, credit 1s incremented according to
the pay table.



Another user story: logging 1n

A user authenticates. The system retrieves his
details. In particular, his credit becomes
available.



An abuser story: increase credit

A wily hacker increases his credit without paying.



&8 A World of Action!
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Another abuser story: predict
outcome

A wily hacker 1s able to predict the symbols on the
payline and hence stakes little when they will not
amount to a winning combination and lots when
they will.



Anatomy of an abuser story

AQuily hackepis able to predict

e symbols on the

>

amount to a winning combination and lotd when

they will.

Attacker

risk?

paylit}f and hence stakes little when they Will not

Asset

impact?




Another anatomy

AQuily hackepincreases his credit3without paying.

Attacker

CoeT ,
.otzvc-ztzon. b ecause I can direct effect on revenue
ime: immaterial

esources: low




planning

What 1s the business value of the user story?

What is the cost of the abuser story?
cost = risk X 1impact

How much effort does it take to implement the user
story?

How much effort does it take to construct a
refutation for the abuser story?



Iteration plan

* How much effort can we expend 1n 1 1teration?

e Maximize business value delivered in the next
1teration?

— total value = ) value user story - ) cost abuser story
— total effort = ) effort = given



